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87% of senior managers admit 

to regularly uploading work 

files to a personal email or 

cloud account.

87%

58% have accidentally sent 

sensitive information to the 

wrong person.

58%

Focus on data leak prevention 

for personal devices, but 

ignore the issue on corporate 

owned devices where the risks 

are the same

? %



Enabling data to flow from one organization to another

Sharing data

Securely share any file type, 
from within common user 
experiences

Maintain control

Enlightened applications such as 
Office and PDF readers offer the 
ability to enforce rights. 

Between organizations

Authenticate users from other 
organizations (without having to 
implement point to point 
federation)



Access
control

Document
tracking

Data 
encryption

Azure Active Directory

Share internally and externally

Authentication and collaborationAzure Rights 
Management services









Cloud Ready

Integration

BYO Key

Sync



Cloud Accepting

Integration

BYO Key

Sync

Azure RMS 

Connector



http://portal.aadrm.com



Office 365 Rights 
Management



Management

https://technet.microsoft.com/en-us/network/dn858608.aspx







sp-

rms.na.aadrm.com

https://technet.microsoft.com/en-
us/library/dn151475(v=exchg.150).aspx

https://technet.microsoft.com/en-us/library/dn151475(v=exchg.150).aspx




Document Tracking



Vendor 2

Azure Rights 

Management

!

Sender Vendor

Username

Password

john@vendor.com

•••••••••••••

Username

Password

sarah@vendor.com

•••••••••••••



RMS Applications
Native Applications and Generic prote

ction using Protected File (PFILE)

Custom administrator de

fined policies

I can protect and share information 

securely across device types 



Sharing documents securely

Use Microsoft Azure RMS to securely share docu

ments with colleagues and business partners



Email Receiver

Quartely_Sales_Report.xslx

Quartely_Sales_Report.ppdf

Sharing protected files with anyone

A protected PDF copy is sent for easy access on 

all platforms



Getting email notifications for document use

alice@contoso.com;

alice@contoso.com opened RMS blog post – Aug2014.docx.pdf

alice@contoso.com opened RMS blog post – Aug2014.docx.pdf

alice@contoso.com opened RMS blog post – Aug2014.docx.pdf

alice@contoso.com was denied access to BudgetWithCharts.xlsx.pdf

alice@contoso.com was denied access to BudgetWithCharts.xlsx.pdf

alice@contoso.com was denied access to BudgetwithCharts.xlsx.pdf







• Document Tracking -
http://blogs.technet.com/b/rms/archive/2015/05/04/doctracking.aspx

• Azure RMS Document tracking and revocation -
https://channel9.msdn.com/Series/Information-Protection/Azure-RMS-Document-Tracking-
and-Revocation

• Protect a file that you share by email by using the Rights 
Management sharing application - https://technet.microsoft.com/en-
us/library/dn574735(v=ws.10).aspx

• Azure RMS Core Skills - https://mva.microsoft.com/en-US/training-courses/azure-
rights-management-services-core-skills-10500

• Use Secure files to improve sharing - https://mva.microsoft.com/en-US/training-
courses/use-secure-files-to-improve-sharing-with-customers-and-partners-14042



CIAOPS Resources
• Blog – http://blog.ciaops.com

• Free SharePoint Training via email – http://bit.ly/gs-spo

• Free Office 365, Azure Administration newsletter – http://bit.ly/o365-tech

• Free Office 365, Azure video tutorials – http://www.youtube.com/directorciaops

• Free documents, presentations, eBooks – http://docs.com/ciaops

• Office 365, Azure, Cloud podcast – http://ciaops.podbean.com

• Office 365, Azure online training courses – http://www.ciaopsacademy.com

• Office 365, Azure eBooks – http://www.ciaops.com/publications

Twitter

@directorcia

Facebook

https://www.facebook.com/ciaops

Email

director@ciaops.com

Skype for Business

admin@ciaops365.com


