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The Security Dilemma
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To: gopi@contoso.com

Check out this URL.

mailto:gopi@contoso.com


ZAP





•Data in transit
• Strong SSL/TLS cipher suite

• Perfect Forward Secrecy

• Datacenter-to-datacenter encryption

•Data at rest
• BitLocker disk encryption

• Per-file encryption for customer 
content

Default Encryption



Encryption at rest with Per-file Encryption
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Standards & Certifications

SSAE/SOC

ISO 27001:2013

ISO 27018

EUMC

FERPA

FedRAMP/FISMA

HIPAA

HITECH

ITAR

HMG IL2

CJIS

Article 29 + 

SOC 2
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+EU Data Protection Authorities validate Microsoft’s approach to privacy
Security, Audits and certifications - http://www.microsoft.com/online/legal/v2/?docid=27





Secure Score

http://blog.ciaops.com/2016/09/office-365-secure-score.html



Business1 Enterprise2

Business
Business

Essentials

Business 

Premium
ProPlus K1 E1 E3 E4 E5

Estimated retail price per user per month $AUS (with annual commitment) $13.20 $7 $17.50 $19.14 $5.6 $11.20 $29.60 $32.50 $48.84
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Install Office on up to 5 PCs/Macs + 5 tablets + 5 smartphones per user Business3 Business3 ProPlus4 ProPlus4 ProPlus4 ProPlus4

Access to Office apps and documents from all major smartphones and iPad      

OneDrive for Business – 1 TB personal online document storage        

Office Online – Create/view/edit rights for online versions of core Office apps for 

collaborating on documents
        

Sway for Office 3655
        

Sites - team collaboration & internal portals (SharePoint)       

Private social networking (Yammer)       

Email - 50 GB email, contacts, shared calendars (Exchange)   Kiosk (2GB)    

Meetings & communications - Web conferencing, IM, video, presence (Skype for Business)      
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On-premises Active Directory synchronization for single sign on         

Mobile Device Management (MDM) for Office 3656
        

Access to equivalent on-premises server workloads (Exchange Server, SharePoint Server, 

Skype for Business Server) 
   

Upcoming services: Office 365 Video    

Legal compliance & archiving needs for email – archiving, eDiscovery, mailbox hold   

Information protection – message encryption, rights management, data loss prevention   

Enterprise Voice w/Skype for Business (on-prem only)7
 

Equivio Analytics for eDiscovery, Secure Attachments and URLs, Access Control 

End User and Organizational Analytics 

Cloud PBX 

PSTN Conferencing 



https://technet.microsoft.com/en-us/library/office-365-service-descriptions.aspx



Azure AD as the control point

Active Directory





Single Sign On (SSO) Web 
Portal



Add an application





User Password Reset



Cloud identity model



Synchronized Identity Model

Password hashes

User accounts

User
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AAD Sync or Connect

On-premises

directory



Security and Compliance 
Center









Data Loss Prevention (DLP)





Protect sensitive documents from 
being accidently shared outside 

your organization

No coding required; simply upload 
sample documents to create 

fingerprints

Scan email and attachments to 
look for patterns that match 

document templates

DLP document fingerprinting



Mobile Device Management 
(MDM)



ITUser

Enterprise 

Mobility Suite

Identify and authorize 
user

Apply device policies

Apply application policies

Apply content 
policies

Active Directory Premium

Rights Management



Device 
Management

Microsoft IntuneBuilt-InBuilt-in Microsoft Intune

Conditional 
Access

Selective 
Wipe

LoB

app



Personal apps

Managed apps Company Portal

Are you sure you want to wipe 

corporate data and applications 

from the user’s device?

OK Cancel

Perform selective wipe via self-service company portal or admin console

Remove managed apps and data

Keep personal apps and data intact  

ITIT









Category Feature
Exchange 
ActiveSync

MDM for 
Office 365

Intune
Standalone

Intune + 
ConfigMgr 

(Hybrid)
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n Inventory mobile devices that access corporate applications ● ● ● ●

Remote factory reset (full device wipe) ● ● ● ●

Mobile device configuration settings (PIN length, PIN required, lock time, etc.) ● ● ● ●

Self-service password reset (Office 365 cloud only users) ● ● ● ●
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Provides reporting on devices that do not meet IT policy ● ● ●

Group-based policies and reporting (ability to use groups for targeted device configuration) ● ● ●

Root cert and jailbreak detection ● ● ●

Remove Office 365 app data from mobile devices while leaving personal data and apps intact (selective wipe) ● ● ●

Prevent access to corporate email and documents based upon device enrollment and compliance policies ● ● ●
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Self-service Company Portal for users to enroll their own devices and install corporate apps ● ●

App deployment (Windows Phone, iOS, Android) ● ●

Deploy certificates, VPN profiles (including app-specific profiles), email profiles, and Wi-Fi profiles ● ◐

Prevent cut/copy/paste/save as of data from corporate apps to personal apps (mobile application management) ● ●

Secure content viewing via Managed browser, PDF viewer, Imager viewer, and AV player apps for Intune ● ●

Remote device lock via self-service Company Portal and via admin console ● ●
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Client PC management (e.g. Windows 8.1, inventory, antimalware, patch, policies, etc.) ● ●

PC software management ● ●

Comprehensive PC management (e.g. Windows Server/Linux/Mac OS X support, virtual desktop and power 

management, custom reporting, etc.)
●

OS deployment ●

Single management console for PCs, Windows Server/Linux/Mac OS X, and mobile devices ●



Personal apps

Managed apps

Maximize productivity while preventing leakage of company 

data by restricting actions such as copy/cut/paste/save in 

your managed app ecosystem

User



Customer Lockbox



Just-in-time access

Engineers must have current background check, fingerprinting, security training.

System grants least privilege required to complete task.



Hold and eDiscovery



Automated time-based criteria to 
delete

Set policies at item or folder level 
– admin or user

Set site level retention polices

Search across multiple 
products

De-duplication & search 
statistics

Case management

Export search results

Integrated tools to help you preserve, expire, and discover data

eDiscovery and In-Place Hold in Office 365

Data Held In-Place

Customize holds based on filters

Hold across multiple products in a 
single action

Capture deleted & edited 
messages



Advanced Security 
Protection (ATP)



https://blogs.office.com/2016/06/01/gain-enhanced-visibility-and-control-with-office-365-advanced-security-management/





Multi-factor Authentication 
(MFA)



MFA for Office 365/Azure 
Administrators

Azure Multi-Factor Authentication

Administrators can Enable/Enforce MFA to end-users Yes Yes

Use Mobile app (online and OTP) as second authentication factor Yes Yes

Use Phone call as second authentication factor Yes Yes

Use SMS as second authentication factor Yes Yes

Application passwords for non-browser clients (e.g. Outlook, Lync) Yes Yes

Default Microsoft greetings during authentication phone calls Yes Yes

Suspend MFA from known devices Yes Yes

Custom greetings during authentication phone calls Yes

Fraud alert Yes

MFA SDK Yes

Security Reports Yes 

MFA for on-premises applications/ MFA Server. Yes

One-Time Bypass Yes

Block/Unblock Users Yes

Customizable caller ID for authentication phone calls Yes

Event Confirmation Yes

Trusted IPs Yes



Office 365 Rights 
Management (IRM)



Management

https://technet.microsoft.com/en-us/network/dn858608.aspx



Access
control

Document
tracking

Data 
encryption

Azure Active Directory

Share internally and externally

Authentication and collaborationAzure Rights 
Management services



Vendor 2

Azure Rights 

Management

!

Sender Vendor

Username

Password

john@vendor.com

•••••••••••••

Username

Password

sarah@vendor.com

•••••••••••••



Conditional Access







Microsoft Operations 
Management Suite (OMS)





• Office 365 has more in built security than people realise

• The more advanced plans provide more security options

• Can extend Office 365 security further with the likes of Azure 

and Intune

• More security features being added all the time

• Look at building services and revenue from additional security 

and compliance features

• Azure offers even more security and monitoring opportunities



Resources
• Office 365 Service Descriptions - https://technet.microsoft.com/en-us/library/office-365-service-

descriptions.aspx

• Office 365 E5 - https://products.office.com/en-us/business/office-365-enterprise-e5-business-

software

• Office 365 Trust Center - https://www.microsoft.com/en-us/trustcenter/cloudservices/office365

• Office 365 Compliance - https://technet.microsoft.com/en-au/library/office-365-compliance.aspx

• Customer Lockbox requests - https://support.office.com/en-us/article/Office-365-Customer-

Lockbox-Requests-36f9cdd1-e64c-421b-a7e4-4a54d16440a2

• Overview of DLP policies - https://support.office.com/en-us/article/Overview-of-data-loss-

prevention-policies-1966b2a7-d1e2-4d92-ab61-42efbb137f5e



• Document Tracking -
http://blogs.technet.com/b/rms/archive/2015/05/04/doctracking.aspx

• Azure RMS Document tracking and revocation -
https://channel9.msdn.com/Series/Information-Protection/Azure-RMS-Document-Tracking-
and-Revocation

• Protect a file that you share by email by using the Rights Management sharing 
application - https://technet.microsoft.com/en-us/library/dn574735(v=ws.10).aspx

• Azure RMS Core Skills - https://mva.microsoft.com/en-US/training-courses/azure-rights-
management-services-core-skills-10500

• Use Secure files to improve sharing - https://mva.microsoft.com/en-US/training-
courses/use-secure-files-to-improve-sharing-with-customers-and-partners-14042

• Threat Intelligence for Office 365 - https://www.youtube.com/watch?v=krFAjIkD66M

Resources



This presentation is at 

https://doc.co/7i2447



CIAOPS Resources
• Blog – http://blog.ciaops.com

• Free SharePoint Training via email – http://bit.ly/cia-gs-spo

• Free Office 365, Azure Administration newsletter – http://bit.ly/cia-o365-tech

• Free Office 365, Azure video tutorials – http://www.youtube.com/directorciaops

• Free documents, presentations, eBooks – http://docs.com/ciaops

• Office 365, Azure, Cloud podcast – http://ciaops.podbean.com

• Office 365, Azure online training courses – http://www.ciaopsacademy.com

• Office 365, Azure eBooks – http://www.ciaops.com/publications

Twitter

@directorcia

Facebook

https://www.facebook.com/ciaops

Email

director@ciaops.com

Skype for Business

admin@ciaops365.com


