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The purpose of this policy is to regulate protection of the customer network when accessed by Endpoint
equipment such as laptops, tablets, and mobile devices. It is desighed to protect our employees,
customers and other partners from harm caused by the misuse of IT systems and data. Misuse includes
both deliberate and inadvertent actions.

The repercussions of misuse of systems can be severe. Potential damage includes, but is not limited to,
malware infection {e.g. computer viruses), legal and financial penalties for data leakage, and lost
productivity resulting from network downtime.

“Users” are everyone who has access to any of the Customer IT systems. This includes permanent
employees and also temporary employees, contractors, agencies, consultants, suppliers, customers and
business partners.

“Systems” means all IT equipment that connects to a corporate network or accesses corporate
applications. This includes, but is not limited to, desktop computers, laptops, smartphones, tablets,
printers, data and voice networks, networked devices, software, electronically-stored data, portable
data storage devices, third party networking services, telephone handsets, video conferencing systems,
and all other similar items commonly understood to be covered by this term.

The objective is to reduce the risk of security breaches that could result from the connection and use of
Endpaint devices. This policy seeks to limit security threats by:

e Ensuring Users are aware of the requirements and restrictions around Endpoint devices.
e Enabling protective measures and controls to manage Endpoint security and software
compliance risks.

Everyone who works at Tech Americas USA or anyone performing work on behalf of Tech Americas USA
including contractors, consultants and volunteers are subject to this policy and responsible for the
security of customer IT systems and the data on them. As such, everyone must ensure they adhere to
the guidelines in this policy at all times.

This policy covers all Endpoint devices cannected to any customer network.

This Audience is responsible for ensuring that:
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e All care is taken to prevent unintended exposure, modification, or removal of private, copyright,
or confidential information as a result of leaving this information on the screen or desk, or
exposed in such a way that it can be viewed or accessed by an unauthorized individual. This
includes information stored on portable storage media or hard copy.

e Any private, sensitive, or confidential information that is stored on such an Endpoint device has
the appropriate security controls to restrict and prevent retrieval or intercept by an
unauthorized third-party.

All software contains security vulnerabilities, and software vendors are constantly supplying updates
{patches) to address these vulnerabilities when they are identified.
e Endpoint software Operating Systems {0S) and application software are to he kept up to date
with the latest security related patches, as soon as it is practical to do so, i.e.:
o Critical security patches are applied within 1 week of them being released by vendors
o Important security patches are applied within 2 weeks of them being released by
vendors.
o Endpoint systems must be restarted following installation, to ensure security patches
have been fully installed.
o Where possible, it is recommended that Endpoint devices are set to auto-update their
security patch levels, and restart if necessary to complete the installation.

If data on the Customer systems is classified as confidential users must take all necessary steps to
prevent unauthorized access to confidential information.

Users are expected to exercise reasonable personal judgement when deciding which information is
confidential.

Users must not send, upload, remove on portable media or otherwise transfer to a non-Customer
system any information that is designated as confidential, or that they should reasonably regard as
being confidential to the Customer except where explicitly authorized to do so in the performance of
their regular duties.

Because information on portable devices, such as laptops, tablets and smartphones, is especially
vulnerable, special care should be exercised with these devices.

Multiple layers of security practices should be utilized for devices connected to the Customer systems.
These layers include firewalls, up-to-date anti-virus software, current software security patches and
spyware remaval and detection software.

Users must at all times guard against the risk of malware {e.g., viruses, spyware, Trojan horses, rootkits,
worms, backdoors) being imported into the Customer systems by whatever means.

All devices being connected to Customer systems should be for professional use and not contain
personal documents or any have any content related to activities that are inappropriate for the
Customer to be associated with and/or are detrimental to the company’s reputation, including
pornography, gambling, inciting hate, bullying and harassment.
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Tech Americas USA will not tolerate any misuse of customer systems and will discipline anyone found to
have contravened the policy, including not exercising reasonable judgment regarding acceptable use.
While each situation will be judged on a case-by-case basis, Users should be aware that consequences
may include the termination of their employment.

Use of any of the customer resources for any illegal activity will usually be grounds for summary
dismissal, and Tech Americas will not hesitate to cooperate with any criminal investigation and
prosecution that may result from such activity.

Performing service work by accepting a work order from Tech Americas USA imnplies acceptance of this
policy. | have read and understand and agree to abide by its terms and canditions. | understand that
violation of the use and provisions stated in the policy may result in limitations, suspension or dismissal,
and/for disciplinary actions by Tech Americas USA or by legal authorities.
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