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Phase 1 - Performing Reconnaissance
• Systematic attempt to locate, gather, 

identify, and record information about target

• Also called “Footprinting”

• Reconnaissance techniques include:
• Internet or open-source research
• Social engineering
• Dumpster diving
• Email harvesting

• Only PASSIVE information gathering occurs
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Types of  Information Desired
What types of information would 
be helpful to gather?

• Phone numbers
• Contact names
• Email addresses
• Security-related information
• Information Systems used
• Job postings
• Resumes
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Job Postings
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BLOCKED
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Resumes
NAME	BLOCKED

Interesting,	
but	is	it	really	helpful??
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Resumes

Now,
this	is	more	helpful!



Tools Used for Reconnaissance
Many tools exist:

• Nslookup
• Traceroute
• Ping
• Whois
• Domain Dossier
• Email Dossier
• Google
• Social Networking
• Discover
• Maltego

Reconnaissance Phasehttp://www.JasonDion.com



nslookup
• nslookup (name server lookup) resolves a fully qualified domain name 

(FQDN) to an IP address

• nslookup www.jasondion.com
• Non-interactive mode, provides IP address for a given domain name 

(provides more details than in Windows)
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nslookup
• nslookup <enter>

• Loads interactive mode, allows for detailed control of the 
environment, including which name server to use for name 
resolution/lookup
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Option Description

A	or	AAAA Provides	a	computer’s	IP	address

CNAME Provides	a	canonical	name	for	an	alias

HINFO Provides a	server’s	CPU	and	type	of	operating	system

MB Provides	a	mailbox	domain	name

MINFO Provides	mailbox	or	mail	list	information

MX Provides the	mail	exchanger

NS Provides	a	DNS	name	server	for	the	named	zone

PTR Provides	a	computer	name	if	the	query	is	an	IP	address

SOA Provides	the	start-of-authority for	a	DNS	zone

TXT Provides	the	text	information

UID	 Specifies the	user	identifier
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nslookup

Use	http://network-tools.com or	http://centralops.net to	perform	your	nslookup anonymously
(Remain	passive	during	the	Reconnaissance	Phase)
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traceroute
traceroute displays the path between your 
device (the source) and the destination IP 
address, showing each route hop along the 
path

• traceroute 209.85.135.99
• Displays the routers between your 

computer and the computer at 
209.85.135.99

• traceroute www.google.com
• Displays the routers between 

your computer and 
www.google.com

Reconnaissance Phasehttp://www.JasonDion.com



traceroute
• Increases the "time-to-live" (TTL) value of 

each following set of packets sent to target
• First three packets sent have TTL value of 1
• Next three packets sent have TTL value of 2

• When a packet passes through a host, 
normally the host decrements the TTL value 
by one, and forwards the packet to the next 
host in the route

• When a packet with a TTL of 1 reaches a 
host, the host discards the packet and 
sends an ICMP time exceeded (type 11) 
packet back to the sender
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traceroute
• Three timestamp values returned for each host along 

the path are the delay (latency) values measured in 
milliseconds (ms) for each set of packets

• What does latency tell you about your target? 

• * * * on a line usually means you found an internal 
network that is protected by a gateway or firewall
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Device Average Latency

Dial-up Modem 100-150	ms

ISDN	Line 40-50	ms

Cellular Modem 50-150	ms

Satellite	Modem 650-750	ms

Fiber	Optic 5-40	ms

Cable	Modem 15-100	ms
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ping
• ping is used to check IP connectivity between two network devices and is 

often used in network troubleshooting

• By default, Linux continuously pings until terminated

• ping www.jasondion.com
• Ping forever (until user types CTRL+C)

• ping –c 10 www.jasondion.com
• Ping 10 times, then stop

• ping –6 www.jasondion.com
• Ping using IPv6 addresses
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whois
• Provides information on the owner of a 

domain name

• Can provide:
• Server addresses
• Owner’s names
• Owner’s addresses
• Owner’s phone numbers

• Can help to develop a 
successful social engineering 
attack against the target
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Domain Dossier

• Runs the tools from the CentralOps.net server
• Adds to your anonymity during the reconnaissance phase
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Email Dossier
• Email Dossier is a tool that provides:

• Email address validation
• MX records

• Email server addresses
• Email server IP addresses
• Server precendence

• SMTP connection log

• Runs the tools from the CentralOps.net server

• Adds to your anonymity during the reconnaissance phase
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Google
• Excellent resource to find open-

source information

• Search press releases, corporate 
websites, and everything else at once

• Learn some advanced Google 
searching methods to be efficient

• Numerous books have been written 
about Google Hacking
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Social Media
• Treasure trove of information

• Facebook
• LinkedIn
• Google+
• Twitter
• Pinterst
• Tumblr
• ...and more

• Useful in preparing for 
social engineering or 
spearphishing campaigns 
against employees
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Discover
• Discover is a script written by Lee Baird

• Combines many information gathering tools 
within a single script

• Stored in /opt/scripts in Kali Linux

• Run discover.sh to start the script
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Maltego
• Tool to enumerate

• DNS
• Whois
• Network blocks
• IP addresses
• Target individuals

• Emails
• Websites
• Social networks
• Phone numbers

• Visually depicts the relationships between 
people, information, and the  networks they utilize
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• At this point, you should have collected examples of emails, names, phone 
numbers, servers addresses, documents, presentations, and more.

• Use the emails to draft potential spearphishing emails to be more realistic
• Use target’s PDF, Word, Excel, and PowerPoint files to embed malware
• Use real employee names, positions, and writing styles to mimic real email traffic

• Use domain names to buy similar ones for squatting
• If you are targeting titancipher.com, buy titancypher.com
• Make the site look as close to the original as possible, but host malware there

• Identify any subdomains (developer sites, mail servers, etc.) for exploitation
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Putting It All Together…
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