¥ CVSHealth MEMO

TO: Store Managers
FROM: Jim Horton
RE: 2021 HS12 to HS23/ Gen10 RX Server Upgrade Project

DATE: March 19, 2021

Please accept this memo along with the technician’s State Driver’s License as temporary
CVS identification. The technician will be working in the Front Store Sales Floor,
Manager’s Office and backroom area per the store communications sent to you
previously by CVS Store Operations to upgrade the existing HS12 RX Server.

This authorization is valid from March 19, 2021 to September 31, 2021.

If you have any questions regarding the person’s identity or the work that he/she will
be performing, please call one of the following:

e (VS Helpdesk @ 1-866-528-7272
o 2. Select Option 1 for Store System Issues or Password Resets
o 3. Select Option 4 for Hardware Issues Such as Registers, Scanners,
Printers and Phones

FYI: The Helpdesk will need youto reference an HPSM ticket number that the
technician will be able to provide you, if the technician does not have the HPSM ticket
number, the Helpdesk will still need to be called so further investigation can take place.

Or

e Contact Crystal Gurley @ 401-770-6716
e Brandon Deignan @ 401-770-6745

Thank you,

Jim Horton

CVS Rollout Operations Center
Phone 401-770-6660
Mobile 401-255-6633

CVS pharmacy / caremark / minute clinic / specialty
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CVS Code of Conduct

CVS expects all vendor partners, as we do with our own employees, who w ork in any of our
locations to comply with laws and treat our associates with respect, honesty, and courtesy.
Disruptive, unproductive, immoral, unethical, orillegal actions will not be tolerated.

Furthermore, CVSreserves theright to inspect, with or without notice or specific cause, all
packages, bags, purses, or other containers or personal property, brought into or taken out of a
CVSfacility. If necessary, you may be asked to comply with a search by emptying pockets,
and/or removing coats/jackets for merchandise or property that may be concealed. CVS
expects our vendor partners to adhere to our standard that refusal to comply with a search is
grounds for disciplinary action.

A box and bag check will be required when leaving the Pharmacy and the store with your tool
bags and/ or any boxes that you walk out of the Pharmacy with. This is to ensure nothing has
been improperly removed from the Pharmacy or Store.

As the technician in the store you will be responsible for asking the Pharmacist and the Store
Manager to perform these checks.

The Rollout Operations Center

25 Blackstone Valley Place

Suite 210

Lincoln, RI 02865

Fax: 1-401-770-6642

Telephone: Phone 1-888-401-4601, option 4 then option 4

Have the Following information ready each time you call:

a) Your Name
b) The CVS store number

Result:

Your call will be placed in a queue to be answered by the first
available ROC agent.

Cancellations & Reschedules

The technician’s Project Manager should be contacted immediately if a technician cannot make
it to a store because of uncontrollable factors (weather, traffic, etc...) the PM will work with the
ROC to reschedule or find an alternate technician.

Under no circumstances should a technician contact a store to
reschedule an install.
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Rollout Operations Center Protocol

Purpose

The Rollout Operations Center (ROC) serves as a 2nd level support facility for installation,
conversion issues, and as a means of verifying communications. Throughout this Redbook you
will be instructed to call the Rollout Operations Center.

Technician Protocol

Upon arriving at the store the technician should introduce themselves tothe Store Manager (SM) or
Main Site Contact (MSC) and specify the reasonfor your visit. Verify the CVS Store number, address
and location with the SM or MSC.

e Youshould have been supplied with the HPSM ticket number from your Project Manager

e [fthe technicianis denied access tothe CVS site, the technician should immediately call their
vendor to report the issue from outside the storein the parking lot.

e Once identified and access has been granted, the technician should request to use a phone
and contact the ROC to be logged in with the ROC. All calls to the ROC are placed in a queue
and answered by the next available ROC agent.

Once in contact with the ROC, technicians will need to verify their credentials and scope of work for
the site visit.

Technician should quickly surveythe key locations in the store as they pertain to the scope of work
for the site visit. Report any issues tothe ROC that will delay/inhibit the installation.

The vendor/technician must follow all of the procedures, steps, and processes involved in successfully
completing this project per CVS Redbook.

e Inthe eventthat anunforeseen situation arises, the following steps are to be followed: Ifthe
installer determines thereis a problem and the issueis NOT related to the installation, he/she
should escalate theissue totheir PM (Project Manager). E.G. technicianrunning late,
technician sick, etc....

o Iftheissueisrelatedto the Redbook procedures or the install itself, the installer must
escalate theissueto the ROC. Ifthe problem cannot be resolved by the ROC, the ROC will
escalate theissue to the appropriate party.

e Itis imperative for the technician on site to start the escalation process at the time the
problem is discovered. This will ensure a quick/timely installation.

If any CVSstore personnel requests the technicianto leave the store for any reason, the technician
should quickly clean up all equipment and materials without delay, leaving the storein a presentable
manner. The technician should leave the building and contact the ROC.
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Dress Code for CVS ROC Vendors

o

0O 0O OO0 O O O

o

O 0O 00O O O OO0 O O 0O 00O 0 O

Our company follows a business casual dress code for all colleagues. These are general guidelines of
acceptable and non-acceptable dress for store visits.

Acceptable business casualdress

Khaki pants, Dockers, Dress pants, Slacks, Ankle length CapriPants

Appropriate jeans/denim (neat in appearance without tears, holes, or frays)
Shirts: regular or banded collars, golf shirts, sweaters, turtlenecks, sweatshirts
Dresses: appropriate length, with sleeves cut no shorter than the top of the shoulder

Skirts: appropriate length and proper fitting

Footwear: clean loafers, boots, flats, business casual shoes
Athletic shoes/sneakers (clean, tied and in good condition)
Vendor branded attire

Unacceptable dress includes, but not limited to:

Clothing that exposes the midriff

Crop tops, halter tops, tank tops, spaghettistraps

Off the shoulder clothing

Shorts or skorts

Dresses that expose the back

Sweat suits, sweatpants, spandex leggings and other form-fitting pants
Hooded Sweatshirts

Athletic Jerseys

Exposed undergarments, revealing or transparent clothing
T-shirts

Distressed clothing (wrinkled, stained, dirty, torn, oversized, etc.)
Flip flops, Beach shoes, slippers, open toed shoes, Crocs, sandals
Hats

Visible piercings in body parts other than the ear

Branded attire (non Vendor)

Advertising or messaging attire (non Vendor)

The aforementioned guidelines are intended to convey the desire for tidy presentation of your field
personnel, ratherthan serve as a document to limit personal expressionand liberties.

Project Managers are responsible for monitoring these guidelines and communicating with colleagues
about appropriate business attire.
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Recommended Tools

e 13 mm socket and ratchet and/or adjustable crescent wrench
e 5/32” Allen key / wrench

e Flathead and Philips screw drivers

e Spare Cat5 Ethernet Patch cable

e Velcro for cable management

e Smart Phone with Camera and the ability to email photos

Logging Out

e When all tasks andtesting are successfully completed the onsite technician must log out with
the ROC.

e The ROC will request to speak with the Store Manager/Pharmacist at the site. Detailed
questions regarding the installation and conduct of the site technician will be asked by the ROC.

e The ROC will be asking if you allowed the Pharmacist and Manager to do a bag check prior to
leaving the Pharmacyand the store so make sure that you do.

e Upon satisfactory answersfrom the Store Manager/Pharmacist, a release code will be given to
the onsite technician. The ROC will log the onsite technician out of the storein the ROC
database.

e The release code must be recorded by the onsite technician. This is needed for billing.

o Failure to log in/out and obtaining the release code will delay payment.
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Description of “New” Equipment

Gen 10 server

Patch Cables

Return shipping box

Security bag
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Section 1

Arriving On Site

Upon arriving at the store, introduce yourself to the Store Manager (SM) or Main Site Contact

(MSC) and specify the reason for your visit.
e Verify the CVS store number and address with the SM/MSC.
o You are required to have a governmentissued photo ID, the Letter of

Authorization and the HPSM ticket # from your project manager upon request by
store personnel

e Request the following from the manager:
o Permission to use a CVS phone to call into the ROC to login (1-888-401-

4601option 4 then option 4).
o Access to the location of the new equipment
o Access to the front counter area and the pharmacy (requestthe SM/MSC to

escort you to the pharmacy and introduce you to the Pharmacist-in-Charge).

Call into the ROC. During this initial call the ROC will log you into the site and instruct you to
locate the equipmentif not yet located.
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Section 2

Performing Front End
(Performed on Old Blade Server)
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Locate the old blade server. The server is usually located in the Managers office under
counter. (Some stores will have a 7" Rack in a different room)

Remove the cover from the front of the blade chassis. Pull down slides located on the
top left and right of cover and remove. This will expose the three blade units.
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1 A
(BACK VIEW of IBM BLADE)
Connect Keyboard and monitor to back of blade chassis.

Locate the App blade (slot 5) in blade chassis and press KVM switch buttons. KVM switch
buttons are located below the app blade power button. Both lights should turn green and
Keyboard /Monitor will activate.

HS-:_IZ
Jrive 1 u—'

= 1|2iS-12KVR G HS-23 KVM
BANG iand Power < and Power
LIGHT ) Buttonggy Button
' >

=
HS-12
Drive 0
MEDIA £
,TﬁAY - POS -
(FRONT VIEW of IBM BLADE, After dustcover is removed)
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KVM Switch
buttons are located
under white power
button.

It is important that the front end starts as
soon as the pharmacy closes

1. Call the ROC and inform them that the keyboard and monitor are attached to the Blade
Chassis and you are ready to begin the front end process. The ROC will Flag the server
for front end and provide you with the username and password to begin the process.

As the Front and Back end process runs, the
monitor will go to sleep. Press the CTRL
button on the keyboard to wake up
monitor.
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Log in to the console using the “servupg” account and the password provided by the
ROC.

You will see the following menu:

VMHostl Store Support
S rt Menu Functions 2019-10-02 O

e Menu [HS

Menu

[SELECTION] :

2019-10-02

. Mobile Pharr

X. Exit

[SELECTION] : 4]}

Select “Option 4. Server Upgrade Process”

You will see the following screens:
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2019-10-02 0

2019-10-02

now? [Y/N]:

Type “Y”, then enter.

You will see the following screens:
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Oct 02 08:28:56 RSYNC COMPLETE |Ready to extract ServerUpgradeUpdate.tgz

Extracting updated ServerUpgrade.tar file
:56 SUCCESS|ServerUpgradeUpdate.tgz

admin/to

dmin/
sadmin/tc

dmin/
sadmin/to

dmin/
sadmin/to \
admin/ -Upg rverUpgrade
sadmin/too OToC eps/Servery S S EVERT
admin/
admin/
admin/to
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The CVSRX and CVS DB backups will start, you will see the following screens:

VMHO1 Server Upgrade Store Setup
3528app: :Cent0S 7.4 Backing up Files to upgrade systen 2019-10-02 08:29

Backing up all files to Upgrade
Backing up CVSRX dn RXSERVER...
e o
The m is preparing to perform a '/« ' backup.

The '/cvsrx' backup requires that ALL users be logged off of
the system until the backup is complete.

Please log off now !
KRR R A A A KA A A A A I I I I I I I A A AR A A A A A A A A A A A KA XA I A I I I XXX XXX XX XA A XA KA X KX hxxxAddxxhxxxxxx%x
Pre <Enter> to continue:

eparing to 1 of f & o > backup starts
This may take a few minu

VMHO1 Server Upgrade Store Setup
t68528app::Cent0S 7.4 Backing up Files to upgrade tem 201.9-106
o Upgrade system...
Backing up CVS dn RXSERVER. ..
kxkkkkkkhrkkrhkkrkkhrkrhtthkhtxkhkhhhkrkrhhktkiihhrihkrtithkrhrrhrrkihttirrriikrrrrrhrdhhthkhrik
The s m is preparing to perform a '/cvsrx' backup.

The x' backup re

the stem until the backup

Please log off now !
L B e g T T S O 7 e T e T e o B S O e B e e B B T e T e S O B e e e S A T O G e e T O 7 i
<Enter> to continue:

aring to 1 off all u before backup starts
may take a few minutes to complete

Backing up CVSDB on RXSERVER... [J
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RX BACKUPS will then be copied to VMHOST1, you will see the following;:

VMHO1 Server Upgrade Store Setup
8528app: :Cent0S 7.4 Copying RX BACKUPS 2019-10-02 08:35

unRXBackup: Copying RX BACKUPS to VMHOST1 BACKUP DRIVE...
i § 2937MB
11MB

VMHOST1 BACKUPS will now be performed, THIS PROCESS COULD TAKE UP TO
2 HOURS, please be patient. Use this time to mount digital encoders, place Gen10server
in office/ rack.

You will see the following:

2019-10-02 08:50
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Place gen10 server on top of existing blade being careful not to power down blade
server while backup is in progress.

**[f store has a 7ft Network Rack Gen10 will be installed there instead.***

Connect both the power cords to the power supplies on the back of the Gen10 chassis
and plug power cords into existing UPS units. Do not press power button at this time.

Network will be reset on the old VMHOSTTY, this screen flashes very quickly and you
may miss it.

FRONT-END VMHO1 1:00:27 ) X

.4 ng < 1U=UZ uv:zo

Resetting network to 192.
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Front-end process is now complete, you will see the following:

VMHO1 Server Upgrade Store

Type “Y”, then enter.

You will be prompted to shut down the server:

VMHO1 Server Upgrade Store Setup
Complete
OMPLETE! !
DO YOU WANT TO SHUTDOWN SERVER NOW??? [ y or n ] y

Shutting down RXSERVER & VMHOST1 now...

Type “Y”, then enter.

THIS COMPLETES THE FRONT-END process:
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his completes step# "22ServerUpgrade" for store t68528app.stores.cvs.com .

THE FRONT-END PROCESS IS NOW COMPLETE!
The old server will shut down.

You can now move the network connection from port 16 to port 22 on the Cisco switch

Power the old VMHOST1 (slot 5) server back on. Also, make sure the RXSERVER (slot
3) is powered down.

Power
light will
blink when
server is

off

CVS Rollout Center | Phone 1-888-401-4601 OPT 4.4| Email: ROC19@CVS.COM 20
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IMPORTANT

At this point you should remove the RX blade from the old server from slot 3.

Call the ROC and inform them that the front end process completed. The ROC will
verify that the front end completed and that the existing cable in port 16 of the cisco
switch was moved to port 22 on the cisco switch.

CVS Rollout Center | Phone 1-888-401-4601 OPT 4.4| Email: ROC19@CVS.COM
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Section 3
Performing Back end

(Performed on New Gen10 Server)
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The Gen10 connections can now be made to the switch. When making connections, use the
four Ethernet ports that are located just above the VGA Port (PCI Slot 3).

*Remove existing cables from port 25 and put it in open port 2845 of Cisco switch

Genl0 Network port (NIC’s from lefttoright) | Corresponding Cisco port

3 - VMHOST1 (VLAN 58 Network) 16
4 - RxServer (172.****) 27
ILO Port 25
AMM Port on old server 26

ILO Port on'Gen10
to Port 25 on
Cisco/Aruba

Switch

**If the MoneyGram is in Port 26 Call the ROC they will advise what to do**
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After connections are made, move keyboard and monitor to Gen10 server and power
server on.

Prok ian?
DLIé0

Gen IO

Call the ROC and inform them that the keyboard and monitor are attached to the New
Genl0 server and you are ready to begin the Back end process. The ROC will Flag the
server for Back end and provide you with the username and password to begin the
process.

Log on to the Gen10 sever locally with the “servupg” account and password provided
by the ROC.

You will see the following menu:

2019-09-30 13:47

Set TimeZone
5. Change HostName

m Shutdowm Menu

[SELECTION]: 3

Select option “3. Special Process Menu”
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Manage Special Store Process
Main Menu 2019-0

. New Store Pro

rver Upgrade Prc
5. Mobile Pharmacy Pro
xit

[SELECTION] : 4f}

Select option “4. Server Upgrade Process”
You will see the following screens as process updates are downloaded:
2019-09-30 13:47

now? [Y/N]: yl

Answer “Y”.
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FAILED to

Upgrade

grade/21S

2019-09

If you get prompted to set the time zone enter appropriate time zone from the list, then
press “Y” to confirm.

The data disk is now setup, you will see the following screens:
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01 New Store Setup

>ntO0S 7.6

VMHO1 New Store Setup
2019-0¢

ral minut

and fil
dbi... .
nd; il

Cvsapp file system will be extracted:

2019-09-30

2019-09-30 14:48:40 Ext ing fi rom 2 admin-home. tg
2019 i i

[

Docker images will be loaded:
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m, e
up to 10 minut
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Vm Disks will be created, you will see the following:

VMHO1 New Store
C te Rx01 ) < 2019-09

VMHO1l New Store Setup
rt t

i
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2019-09-30 15

VMHO1l New Store

al minu

al minut

VMHOl1 New Store Setup
DVRO1 time
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VMHO1 New Store Setup
Creating DVRO1 s info 2019-09-30 15:09

e info from tLink

onfig to d

RX Newstore setup will be run:

BACK-END PROCESS - VMHOl Server Upgrade Store Setup
“ent0S 7.6 Running RX Newstor 2019-
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You will see the following screen as RX Services are restarted:

Shutting down service My . .done
ervice MySQL

Enabling Startu ipt: admin
Enabling Star "ript: apache?2
Enabling Start ipt: atd
Enabling G
Enablin
Enablin
Enablin
Enablin
Enablin
Enablin
Enablin

Enabling
Enablin

Enabling
Enablin
Enablin

Enablin

Enablin

Enablin it i firewall2 init
Enabling S

Enabling

Enabling

Enablin o i 5 ot
Enabling Stz ) Script: zabbix agen
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Process changes will be applied and you will be logged out:

2019-09-30 16:26

Log back into the console with “servupg” and the password provided by the ROC.

You will see the following menu:

tl Store Support
rt Menu Func 2019-09-30 13:47

[HS

wm Menu

[SELECTION]: 3Jj

Select option “3. Special Process Menu”
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Manage Special Store Process
Main Menu 2019-09-30

3. Close Store Py
Server Upgrade Prc
5. Mobile Pharmacy Pro

X. Exit

[SELECTION] : 4J}

Select option “4. Server Upgrade Process”

You will see the following screens as process updates are downloaded:

2019-09-30 13:47

now? [Y/N]: yl

Answer “Y”.
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FAILED to create er adep 1 attempt

admin/to

1in/

admin/to
1in/

RX SERVER will be shutdown and restored:
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RX SERVER will be started:

END PROCESS - VMHO1l S Upgrade Store Setup
7.6 ting 2019-09-30

rting RX01, Tt

RX RPM Database will be restored, this will take about 20 minutes:

BACK-END PROCESS - VMHOl Server Upgrade Store Setup
i Restoring RPM DB 20

This will take a while...

CVS Rollout Center | Phone 1-888-401-4601 OPT 4.4] Email: ROC19@CVS.COM 37



mailto:ROC19@CVS.COM

CVS Offline DB will be restored:

BACK-END PROCESS rade Store Setup
2019-0

2019-09-30 16:59

it

onfig to dvr0l

You Will be prompted that BACK-END process is complete:
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System will be rebooted:

This completes step# "22ServerUpgrade" for store t68528app.stores.cvs.com .

NOTE: The system will take a full 15 minutes to reboot,
please allow this time before any validation testing is
performed.

Call the ROC and inform them that the Back end process has completed. The ROC will
validate that the process has finished.
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Appendix A

Packaging Equipment for
Return

All equipment will be returned to Twinsburg

1. Remove Old app server and Rx server from blade chassis (slot 5 and slot 3). DO NOT
TOUCH THE BLADE INSLOT 1

2. Remove hard drives from old RX blade server and old APP server

3. Place the four hard drives in security bag and seal bag

4. Place Both blade servers and hard drive bag in return box and affix Twinsburg
return label
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