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ldentity Options Comparison

1. MS Online Identities

Appropriate for

« Smaller orgs without AD on
-premise

Pros

* No servers required on-pre
mise

Cons
« No SSO
« No 2FA

2 sets of credentials to man
age with differing password
policies

« |Ds mastered in the cloud

2. MS Online Identities
+ Azure AD Connect

Appropriate for

« Medium/Large orgs with AD
on-premise

Pros
» Users and groups mastered
on-premise
» Enables co-existence
scenarios

Cons
« No SSO
 No 2FA

« 2 sets of credentials to man
age with differing password
policies

« Server deployment required

3. Federated IDs
+ Azure AD Connect

Appropriate for

« Larger enterprise orgs with
AD on-premise

Pros
« SSO with corporate cred
« |IDs mastered on-premise
 Password policy controlled
on-premise
« 2FA solutions possible

* Enables co-existence
scenarios

Cons

 High availability server depl
oyments required




Directory Sync

« Synchronizes users, groups, and
contacts to Windows Azure AD.

« Users will have a different password in

Windows Azure AD than they have for
the on-premises AD.

DEPRECATED

Windows Azure
Active Directory

Windows Server
Active Directory

Microsoft Apps
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Synced user
FrstName: Nate
Middie Name: Robert

Title: Sales Manager . 2
City: Seattle Microsoft Public

State: WA Cloud Cloud

User
Frst Name: Nate

Middie Name: Robert
Title Sakes Manager
Ciy: Seattle

State WA

On-premises Apps



Azure AD sync tool

«  Formerly known as Dirsync, this tool has been
updated to allow for the synchronization of
local Active Directory passwords to Azure Active
Directory.

«  Also synchronizes users, groups and contacts.

«  This new feature will allow for same user sign in
with Microsoft cloud services such as Office 365
powered by Azure Active Directory since the
username and the password from local AD will
be synced up to Azure AD.

DEPRECATED

Windows Azure
Active Directory

DirSync

Windows Server
Active Directory

Microsoft Apps
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Synced user
FrstName: Nate
Middie Name: Robert

Title: Sales Manager . 2
City: Seattle Microsoft Public

State: WA Cloud Cloud

User

Frst Name: Nate
Middie Name: Robert
Title Sakes Manager
Ciy: Seattle

State WA

On-premises Apps



Azure AD as the control point
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Whnat is Azure AD?



What is Azure Active Directory?

A comprehensive identity and access
management cloud solution.

It combines directory services, advanced
iIdentity governance, application access
management and a rich standards-based
platform for developers.

Versions:

- Free

- Basic

- Premium




Azure Active Directory versions

Versions:

- Free

Microsoft Azure

Manage user accounts, synchronise with on-premises directories, get single
sign on across Azure, Office 365, and thousands of popular SaaS applications.

Active Directory - Basic

Get all the capabilities that Azure Active Directory Free has to offer, plus
group-based access management, self-service password reset for cloud
applications, Azure Active Directory application proxy (to publish on-premises
web applications using Azure Active Directory), customizable environment for
launching enterprise and consumer cloud applications, and an enterprise-level
SLA of 99.9 percent uptime.

- Premium

Get all of the capabilities that he Azure Active Directory Free and Basic editions
have to offer, plus additional feature-rich enterprise-level identity
management capabilities such as branding, group based application access,
multi factor authentication, Microsoft Identity Manager (MIM)



Azure Active Directory editions feature comparison + Office 365 |AM features

Azure Active Azure Active Azure Active
Directory Free Directory Basic Directory Premium

Office 365 1AM features

Mo Object limit for

Directory as a Service 500,000 Object Limit Mo Object Limit Mo Object Limit Office 365 user accounts

User/Group Management (add/update/delete) Yes ¥es Yes

5350 to pre-integrated 5AAS Applications fCustom Apps 10 apps per user 10 apps per user 10 apps per user
Commaon User-Based access managemaent/provisioning Yes Yes Yes
FEAWIrEs  celf-Service Password Change for cloud users Yes Yes ves e

Irier::uw Synchronization Tool (Windows Server Active Directory integration, Multi Yes Yes Yes Yes

Security Reports 3 Basic Reports 3 Basic Reports 3 Basic Reports

Cloud App Discovery* Yes(Basic) Yes(Basic) Yes(Basic)

Group-based access management/provisioning

self-Service Password Reset for cloud users

Company Branding (Logon Pages/ccess Panel customization)

SLA Yes

Limited Cloud only features
for accessing Office 365
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Enabling Azure access
in Office 365



Access to free Azure AD via Office 365

4 ADMIN
Sign up BR Windows Azure
Exchange
L . About you
yne Access to Azure Active
FRET MAME LAST BHAME COLNTRY/SEGION
SharePoint Directory Roben Conna .
Azure AD - Learn more = CONTACT EMAR COMFANY MAME WIORE PHONE
Mabile verification
‘ () S et g () Cisll e
[ Euntrala [+51) ]
afia ——

ALL ITEMS

all items

ACTIVE DIRECTORY

q NAME

CIADPS TEST

Microsoft Azure

16 AMCOUNT

subscriptions store profile

PROOING DOCUMMNMTANON DOWNLOADS COMMUNITY SUMTORT

preview features

Summary for Access to Azure Active Directory

OViRvEwW
) You can start uting Anure services while we setup the biling fo¢ this subscription. Ciick here 10 refreshy
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ORDER 0

07254 ec-60-4256- 0004

L82690A0E049

STATUS

Pending

claops test

€3 USERS GROUPS  APPLICATIONS
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Azure AD Web Single Sign On
Portal



Add an application

Microsoft Azure

applications  profile

N E

Cffice 365 Exchange Cffice 365

Online

Microsoft Account
(Windows Live)

&

Microsoft OneDnve ...

Showing 7 of 7

SharePoint Onling === Citrix GoToMeeting ...

Dropbox fﬂ

Business

lewis.collins@ciaops365.com | CIAOPS

http://myapps.microsoft.com



Add an application

Microsoft Azure

@ admin@ciaops365.com @

@ &2 USERs GROUPS  APPLICATIOMS DOMAINS DIRECTORY INTEGRATION COMFIGURE REPORTS LICEMSES

O

Claops

MAME PUEBLISHER TYPE APP URL 2

Citrix GoToMeeting Web application http:/fwww.gotomeeting.com,

Dropbox for Business Dropbox Web application hitp:/www. dropbox.com/
Microsoft Account (Windows Live) Microsoft Corporation ‘Web application http:/ e live.comy

Microsoft App Discovery Microsoft Corporation ‘Web application http://fappdiscovery.azure.com/
Microsoft OneDrive Microsoft Corporation ‘Web application http:/www, onedrive, com/

Office 365 Exchange Online Microsoft Corporation Web application http://office.microsoft.com/outlook/

Office 365 SharePoint Online Microsoft Corporation ‘Web application http://office.microsoft.com/sharepaoint/




Add an application

Microsoft Azure @ admin@ciaops365.com @

ifii claops
@ &a USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION COMFIGURE REPORTS LICEMSES
NAME PUBLISHER TYPE APP URL ja

O

Citrix GoToMeeting Web application http:/fwww.gotomeeting.com,

Dropbox for Business Dropbox Web application hitp:/www. dropbox.com/
Microsoft Account (Windows Live) Microsoft Corporation ‘Web application http:/ e live.comy

Microsoft App Discovery Microsoft Corporation ‘Web application http://fappdiscovery.azure.com/
Microsoft OneDrive Microsoft Corporation ‘Web application http:/www, onedrive, com/

Office 365 Exchange Online Microsoft Corporation Web application http://office.microsoft.com/outlook/

Office 365 SharePoint Online Microsoft Corporation ‘Web application http://office.microsoft.com/sharepaoint/




Add an application

What do you want to do?

™ Add an application my organization is developing

(3 Add an application from the gallery —



Add an application

APPLICATION GALLERY

Add an application for my organization to use

FEATURED APPLICATIONS (14)
CUSTOM Evernote
ALL (2455)

BUSINESS MANAGEMENT (88)
COLLABORATION (278)
CONSTRUCTION (3)
CONTENT MANAGEMENT (84)
CRM (108)

DATA SERVICES (108)
DEVELOPER SERVICES (85)
E-COMMERCE (68)
EDUCATION (69)

ERP (37)

FINANCE (218)

HEALTH (46)

HUMAN RESOURCES (183)

IT INFRASTRUCTURE (116)
MAIL (20)

MARKFTIMNG M7

evernote o

QE‘J'ERHGTE.'

NAME Evernote
PUBLISHER Evernote Corporation

APPLICATION URL hitp://www.evernote.com/

Use Windows Azure AD to enable user
access to Evernote.

Requires an existing Evernote subscription.



Add an application

&3 DASHBOARD  USERS

Your app has been added!
gMRNOTE Enable your app to integrate with Windows Azure AD

[[] skip Quick Start the next time | visit

Enable single sign-on with Windows Azure AD

Configure single sign-on access to this application.

Single sign-on is enabled for existing application

Configure single sign-on

accounts

Assign users to Evernote

Specify which user accounts in Windows Azure AD can access this application.

<o

N

Assign user

[#5]




Add an application

evernote

&3 DASHBOARD  USERS

CHSPLAY MAME USER MAME JOEB TITLE DEPARTMENT ACCESS METHCD D
Alexandra Zammit thaz@ciaops3e5.com Mo Unassigned
Barry Jones barry jones@kumoallianc... Mo Unassigned
Chris Green chrisi@ciaops365el.onmi.. [T Manager Information Technology Mo Unassigned
CIACPS Presenter presenter@ciaops3gsel... Mo Unassigned
Demo SMO-Demo@kumoallian... Mo Unassigned
director@ciaops.com director@ciaops.com Mo Unassigned
Gordon Jackson gordonjackson@kumaoal... Mo Unassigned
James Hill james,hill@ciaops365e1.. Mo Unassigned
Kevin Fyfe thkf@ciaops365.com Mo Unassigned

Martin Shaw martin.shaw@ ciaops365e... Mo Unassigned

Pepper Potts pepper.potts@ciaops365.. Mo Unassigned




Add an application

Assign Users

This action will allow the selected user to authenticate to the Evernote application from within the
Access Panel. Users can enter and update their Evernote credentials using the Access Panel at any
time.

| want to enter Evernote credentials on behalf of the user

User Mame

Password

Kevin Fyfe thkf@ciaops365.com Mo Unassigned

Lewis Collins lewis.collins@ciaops365....

Martin Shaw martin.shaw@ciaops3e5e... Mo Unassigned

Successfully enabled access for the selected users.



Add an application

BR Windows Azure

Sign in with your work or school account

W I n d OWS AZ U re lewis.collins@ciaops365.com
Active Directory & e - -

http://myapps.microsoft.com



Add an application

Microsoft Azure lewis.collins@ciaops365.com | CIAOPS |

applications  profile

Dropbox fD

Business Evermnote

Cffice 365 Exchange
Cnline aea

Office 365
SharePoint Onling s« Citrix GoToMeeting ...

Microsoft Account
(Windows Live)

&

Microsoft OneDnve ...

Showing 7 of 7

http://myapps.microsoft.com



Add an application

e @| https:/fwww.evernote.cormn/Home.actionZst=pfin=2b37e5ae-4abe-40e6-97af-cd3002171 O ~ @& ¢ |

- o N

Evernote Web

€ Get Premlum for Free

@) EVERNOTE | [ searen]

@2 Go Premium & Robert Crane

i 2 All Notes ift linkedin ~ iftt ) ( finkedn |+ SHARE < INFO®  TOOLS x
Drag notes, notebooks or tags New CIAOPS Blog post: Introduction to Lookup Colum... ~ Created: Feb 03, 2015 Modified: Feb 03, 2015 'ﬁ‘ |_ﬂ ﬁ
here for quick access Yesterday hitp:/ift 1. GsGGe via Linkedin

= New CIAOPS Blog post: Introduction to Lookup Columns in SharePoint - http/ift tt/1LG. ..
+ Notebooks
New CIAOPS Blog post: Need to Know podcast—Episod...
TE All Motes (875) 2 days ago http:/ift H1Ez0IQ5 via Linkedin hitp//ift (1L GsGGC

Il ittt linkedin (548) o
via Linkedin
ILJl ifitt twitter directorcia (196)
New CIAOPS Blog post: OneDrive for Business now av...

Ll Robert Crane (31) 6 days ago hitp:/ift HiwC2yBp via Linkedin

& Trash (193)
— = New CIAOPS Blog post: Connect SharePoint to MS Acc...

6 days ago hitpffift t/1zZxrHf via Linkedin

B it (B44)

B linkedin (645)

. office3ss (1) New CIAOPS Blog post: Glo_halllzatlon of SMBE—Webinar ...
Last week hitp:/ift.#/15LTXFR via Linkedin

B sharepoint

B twitter (196)

New CIAOPS Blog post: Need to Know podcast—Episod...
Last week hitp:/ift.t/1wwE1xA via Linkedin

New CIAOPS Blog post: Australian Office 365 tenant rel...

Last week hitp:/fift.tt/1Bjucaw via Linkedin W

D view Options & 1-8 of 879 notes




Monitor an application

evernote

&3 DASHBOARD  USERS

Evernote @ appsiGh-Ns @ UMIQUE USERS
Citrix GoToMeeting
Dropbox for Busi..
Microsoft Accoun...
Microsoft App Dis...
Microsoft OneDrive

Office 365 Exchan...

Office 365 ShareP...

lan 29 Jan 30 Jan 31




Preintegrated Saa$S apps in the application

SAP BusinessObjects BI Docusign

Concur Tripit

Marcom c
Central®
|

MarcomCentra McKesson InterQual Oracle SRM ClearDB SuccessFactors American Expre

By PTI Marketing Technologies Online Learning

AT&T Business Direct

TaT




Cloud app discovery

A world of devices and SaaS Applications

Mierasoft Azure

A Bicrorscit Dymanmics

] Office 365

AD Agent

........OOOOO........>

Logs

Microsoft Azure
Active Directory
Cloud App Discovery




Azure AD Branding



Branding

Microsoft Azure

@ robert.crane@ciaops365.com.au ﬁ

claops (test)

@ &2 USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION COMFIGURE REPORTS LICENSES

o]

CIAOPS (Test)

directory properties

NAME lc1ADPS (Test)

SIGN IN AND ACCESS PAMEL PAGE Customize Branding

APPEARAMNCE

user password reset policy

USERS ENABLED FOR PASSWORD RESET

RESTRICT ACCESS TO PASSWORD RESET




Branding

CUSTOMIZE DEFAULT ERANDING
Manage how company legos, text, and colors should appear on your organization's Sign In and Access Panel

pages. You can also apply unique branding settings for different languages.
Learn more

BANMNER LOGO (60 PIXELS BY 280 PIXELS)

Bl | banner-60x280.jpg

TILE LOGO (200 PIXELS BY 200 PIXELS)

B | banner-200x200jpg

SIGMN IN PAGE TEXT

CIACPS Sign in

SIGM IN PAGE ILLUSTRATION

B | ClAOPS-320x250,pg

SIGN IN PAGE BACKGROUMD COLOR

#FFFFFF X




Branding

1] Office 365

Sign in with your work or school account

L‘omeone@example.com

Verbinden  -n< ¥ ' : i Password

[] Keep me signed in

Can't access your account?




Azure AD Cloud User Password
Reset Portal



Password reset portal

ciaops test

&3 USERS GROUPS  APPUCATIONS LA SIS DIRECTORY 1IN TER TN COMFISURE REFORTS  LICENSES

directory properties

MAME [C1A0Ps TesT

SIGN IN AND ACCESS PAMEL PAGE Customize Branding
APPEARAMNCE

user password reset policy _

USERS EMASLED FOR PASSWORD RESET YES WO



Password reset portal

user password reset policy

USERS EMABLED FOR PASSWORD RESET NO —
RESTRICT ACCESS TO PASSWORD RESET YES “ PREVIEW

Before users can reset their passwords, they must first have at least one authentication method defined. Edit users in "CIAOPS TEST' now.

AUTHEMTICATION METHODS AVAILABLE TO [ office Phone

USERS .
& Mobile Phone
W] Alternate Email Address
W] Security Questions  previEW
NUMBER OF AUTHENTICATION METHODS 1 v
REQUIRED
NUMBER OF QUESTIONS REQUIRED TO 3 A

REGISTER



My apps portal

BR Windows Azure

Sign in with your work or school account

W I n d OWS AZ U re lewis.collins@ciaops365.com
Active Directory & e - -

http://myapps.microsoft.com



My apps portal

Your administrator has required you to verify your contact
info. You can use this to reset your password iIf you ever lose
access to your account.

verify now




My Apps portal
don't lose access to your account!

To make sure you can reset your password, we need to collect some info so we can venfy who you are. We won't use this to spam you - just to keep your account more
secure.

o Authentication Phone i1s not configured. Set it up now
o Authentication Email is not configured. Set it up now

0 Security Questions are not configured. Set them up now

cancel



Password reset

1] Office 365

Sign in with your work or school account

}someone@example.com

Password

[]Keep me signed in

Can't access your account?




Password reset
L E

Reset your password
User verification

To reset your password, begin by entering your user ID and the characters in the picture or audic below.

* User ID:

lewis.collins@ciaops365.com.au

- = = - S— - - B o o T
ample: useri@contoso.onmicrosot.Con LIEEr

L]

[+]

Characiers in tne prcture or th



Password reset

Reset your password

verification step 1 > choose a new password

Please choose the contact method we should use for verification:

(® EEmaiI my alternate email You will receive an email containing a verification code at your alternate email
----------- address [di*******@hotmail.com).

O Text my mobile phone

O cal my mobile phone

O Answer my security questions

Cancel



Password reset

Reset your password

verification step 1 v > choose a new password

* Enter new password:

Password strength

* Confirm new password:

A strong password i1s required. Strong
passwords are 8 to 16 characters and must
combine uppercase and lowercase letters,
numbers, and symbols. They cannot contain

Your username.



Password reset

CRE A

ol s

Reset your password
€ Your password has been reset
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QUESTIONS / FEEDBACK?

N director@ciaops.com

@directorcia



