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Identity options



Identity Options Comparison
1. MS Online Identities

Appropriate for

• Smaller orgs without AD on
-premise

Pros

• No servers required on-pre
mise

Cons

• No SSO

• No 2FA

• 2 sets of credentials to man
age with differing password 
policies

• IDs mastered in the cloud

2. MS Online Identities 
+ Azure AD Connect

Appropriate for

• Medium/Large orgs with AD 
on-premise

Pros

• Users and groups mastered 
on-premise

• Enables co-existence 
scenarios

Cons

• No SSO

• No 2FA

• 2 sets of credentials to man
age with differing password 
policies

• Server deployment required

3. Federated IDs 
+ Azure AD Connect

Appropriate for

• Larger enterprise orgs with 
AD on-premise

Pros

• SSO with corporate cred

• IDs mastered on-premise

• Password policy controlled 
on-premise

• 2FA solutions possible

• Enables co-existence 
scenarios

Cons

• High availability server depl
oyments required
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Directory Sync

• Synchronizes users, groups, and 

contacts to Windows Azure AD. 

• Users will have a different password in 

Windows Azure AD than they have for 

the on-premises AD.

DEPRECATED



Azure AD sync tool

• Formerly known as Dirsync, this tool has been 

updated to allow for the synchronization of 

local Active Directory passwords to Azure Active 

Directory.

• Also synchronizes users, groups and contacts.

• This new feature will allow for same user sign in 

with Microsoft cloud services such as Office 365 

powered by Azure Active Directory since the 

username and the password from local AD will 

be synced up to Azure AD.

DEPRECATED



Azure AD as the control point

Active Directory



What is Azure AD?



What is Azure Active Directory?

A comprehensive identity and access 

management cloud solution.  

It combines directory services, advanced 

identity governance, application access 

management and a rich standards-based 

platform for developers.

Versions:

- Free

- Basic

- Premium



Azure Active Directory versions

Versions:

- Free
- Manage user accounts, synchronise with on-premises directories, get single 

sign on across Azure, Office 365, and thousands of popular SaaS applications.

- Basic
- Get all the capabilities that Azure Active Directory Free has to offer, plus 

group-based access management, self-service password reset for cloud 
applications, Azure Active Directory application proxy (to publish on-premises 
web applications using Azure Active Directory), customizable environment for 
launching enterprise and consumer cloud applications, and an enterprise-level 
SLA of 99.9 percent uptime.

- Premium
- Get all of the capabilities that he Azure Active Directory Free and Basic editions 

have to offer, plus additional feature-rich enterprise-level identity 
management capabilities such as branding, group based application access, 
multi factor authentication, Microsoft Identity Manager (MIM)
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Enabling Azure access 

in Office 365



Access to free Azure AD via Office 365



Azure AD Web Single Sign On 
Portal



Add an application

http://myapps.microsoft.com
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Add an application
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Add an application
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Add an application



Monitor an application



Preintegrated SaaS apps in the application 
gallery



Cloud app discovery

AD Agent

Logs Active Directory

Cloud App Discovery



Azure AD Branding



Branding



Branding



Branding



Azure AD Cloud User Password 
Reset Portal



Password reset portal



Password reset portal



My apps portal

http://myapps.microsoft.com



My apps portal



My Apps portal



Password reset



Password reset



Password reset



Password reset



Password reset
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